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Project Goal

This research project focuses on analyzing network traffic to detect cyber threats and suspicious network
activities. Using Snort, an open-source Intrusion Detection and Prevention System (NIDS/NIPS), |
explored how real-time packet inspection can help identify and prevent security threats. This project was
conducted using TryHackMe rooms to ensure a safe and controlled learning environment.

Procedure and Execution

Snort operates in multiple modes, each serving a different purpose in detecting malicious network activity.
> Sniffer Mode B
Sniffer Mode is used to inspect real-time network traffic and analyze packet structures S
for identifying suspicious patterns.
Commands Used:

sudo snort -v  # Display the TCP/IP output in the console

TCP TT DgmLen:52 DF
ok Ak 2959 Win: ©x150D TcplLen: 32

Running in packet dump mode

TCP Op 0175 1727223623

sudo snort-d  # Shows packet payloads SR
0x0010 34 36 E7 40 00 40 06 52 CC OA 64 01 C6 OA OA -46.@.@.R. .d....

0x0020 DD 97 36 B8 58 D8 E7 EB 31 51 FF 29 59 89 18 ...0.P...10.)Y..

000000 A E6 60 BF 8F 66 F3 f

sudo snort -de  # Display link-layer headers R

sudo snort -X  # Full packet dump in HEX format e ifer: Full packet dumo
Results:

Captured and displayed real-time network packets, including source/destination IPs, protocols, payloads, and headers.

Provided visibility into network activity, detecting HTTP, ICMP, and other protocol communications.

34371 -ntc 10
reading from file snort.log.1743234371, link-type EN1OMB (Ethernet)
IP 10.100.1.229.39028 > 10.10.46.27.80: Flags [P.], seq 1596893640:1596893658,

» Packet Logger Mode ck 753303343, win 4344, options nop nop. e Vel 3680088596 ecr 1633616657 e
ngth 18: HTTP

IP 10.10.46.27.80 > 10.100.1.229.39028: Flags [.], ack 18, win 786, options [no

Logger Mode is used to log network packets for offline analysis and forensic investigations. e i A

eu-west-1l.amazonaws.com. (78)

$ sudo tcpdump -r snort.log.17432

IP 10.10.46.27.39616 > 10.0.0.2.53: 61670+ [lau] A? b-1l.kafka.awljw3.cl.kafka.e

Logs can be analyzed using tools like Wireshark, Snort, or tcpdump for deeper insights. s

IP 10.0.0.2.53 > 10.10.46.27.39616: 61670 1/0/1 A 172.31.64.152 (94)

Commands Used' IP 10.10.46.27.35910 > 172.31.64.152.9092: Flags [S], seq 958516312, win 62727,
. ptions [mss 8961,sackO0K,TS val 3935890924 ecr 0,nop,wscale 7], length ©

> 172.31.64.152.9092 > 10.10.46.27.35910: Flags [S.], seq 2948038268, ack 9585

313, win 26847, options [mss 8961,sackO0K,TS val 3187736684 ecr 3935890924,nop

sudo snort -dev -|  # Logs packets in default binary format R il e e
sudo snort -dev -K ASCII -| # Logs packets in human-readable format e e S ) S, v
sudo snort -r logs/snort.log # Reads logged packets in Snort Packet Logger: Logged Packets

Results:

Successfully logged incoming and outgoing network traffic. -
Generated two types of logs: I ——

izing Output Plugins!
rq |

nitializing Preprocessors!

Binary format (tcpdump-compatible): Requires Snort or Wireshark for analysis. [t

Parsing Rules file "/etc/snort/snort.conf"
PortVar 'HTTP PORTS' defined : [ 80:81 311 383 591 593 901 1220 1414 1741 1830 2301 23

ASCII format: Organized into separate directories based on IP addresses. 112805 3037 3120 3702 4343 4043 S250 6968 7000:T001 T144:TLES TSI0 TTTT TTTD B G

060 9080 9090:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]

PortVar 'SHELLCODE PORTS' defined : [ ©:79 81:65535 ]
PortVar 'ORACLE PORTS' defined : [ 1024:65535 ]
PortVar 'SSH PORTS' defined : [ 22 ]
> IDSIIPS M d “rtVar 'FTP_PORTS' defined : [ 21 2100 3535 ]
ode *ortvar 'SIP_PORTS' defined : [ 5060:5061 5600 ]

rtVar 'FILE DATA PORTS' defined : [ 80:81 110 143 311 383 591 593 901 1220 1414 1741
1830 2301 2381 2809 3037 3128 3702 4343 4848 5250 6988 7000:7001 7144:7145 7510 7777 7

IDS/IPS mode helps manage the traffic according to user-defined rules. 770 8060 8003 8014 8028 8030 8085 8043 8096 8118 8123 8180:8181 8243 8260 8300 8800 885

8 8899 9000 9060 9080 9090:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]
PortVar 'GTP_PORTS' defined : [ 2123 2152 3386 ]

Commands Used (IDSIPS): G
sudo snort -c /etc/snort/snort.conf -A fast # Generates alert messages and timestamps IDS/IPS: Full Alert Logs
sudo snort -c /etc/snort/snort.conf -A console # Runs IDS with alert logging S at e T et I e e

ket -1 ethO:ethl -A console

sudo snort —c /etc/snort/snort.conf -Acmg  #Basic header details with payload e e

03/29-20:29:35.316504 [**] [1:1000001:1] ICMP Packet Found [**] [Priority: 0] {

sudo snort -c /etc/snort/snort.conf -Afull  # Generates full alert logs D Nl

IPV6-ICMP} feB80::a4b9:cdff:febe:bcd7 -> ff02::2

sudo snort -c /etc/snort/snort.conf -A none # Disabling alerting. Tova ToHby Fedbs 00aTr recsiaren o FiEbrin oot Found [77] [Priority: €1 {

03/29-20:30:18.109355 [**] [1:100000122:1] COMMUNITY WEB-MISC mod jrun overflow
ReSUItS attempt [**] [Classification: Web Application Attack] [Priority: 1] {TCP} 10.10
. 0.1.242:59656 -> 10.10.144.166:80

Successfully detected ICMP and HTTP-based attacks.

Generated alerts with timestamps, source & destination IPs, and attack details. IPS: Dropping Packets

Logged information based on the chosen alert mode (console, cmg, full, or fast).
Command Used (IPS):

sudo snort -c /etc/snort/snort.conf -q -Q --daq afpacket -i ethO:eth1 -A console

Results:
Successfully blocked and dropped unauthorized ICMP and HT TP traffic.
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» PCAP Investigation |
PCAP read/investigate mode helps work with pcap files. G i e o et e o
Commands Used: :

sudo snort -c /etc/snort/snort.conf -q -r icmp-test.pcap -A console -n 10 # Single PCAP PCAP: Single PCAP

sudo snort -c /etc/snort/snort.conf -q --pcap-list="icmp-test.pcap http2.pcap” -A console -n 10 # Multiple PCAP

sudo snort -c /etc/snort/snort.conf -q --pcap-list="icmp-test.pcap http2.pcap"” -A console --pcap-show # Multiple PCAP
Results:

Provided default traffic statistics with alerts depending on our ruleset for pcap files.

SCYAELCEWEVE

Real-time Traffic Monitoring: Sniffer mode provided live visibility into network activity.

Efficient Logging: Packet logger mode stored traffic data for forensic analysis.

Threat Detection & Prevention: IDS mode detected, and IPS mode blocked unauthorized traffic.
Forensic Analysis: PCAP mode helped investigate past attacks and improve security policies.
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